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YTunura anMUHUCTPUPOBAHUS TTPETHA3HAUCHA, B IIEPBYIO OUePe/ib, LIS
WCTIONIb30BaHUS aIMUHUCTPATOpaMU cUCTeM Oe3onacHocTu (oduiiepa-
MU O6€30MaCHOCTH).

VIuira agMUHUCTPUPOBAHHUSI IIO3BOJISIET BBIMMOJHSATh CIICAYIOLIIE
orepaLuu:

o [lonyyeHue nHOPMALU O TTOIKIIIOYEHHBIX TOKEHAX

o PasonokupoBanue PIN-kona IToab3oBaresnst

e YcraHoBka HOBbIX PIN-komoB
[Tonb3oBatenst © ATMUHUCTpaTOpa

o MHuuMamm3aLus namsiTi TokeHa

3anycK YTUnuTbl

Jnst Toro 4roObl HauyaTh PabOTy C YTWIMTOW aAMUHUCTPUPOBAHMS,
HY>KHO 3aITyCTUTh NpuioxkeHue rtAdmin.exe.

Iepen 3armyckom rtAdmin.exe yoenurech B TOM, UTO B CUCTEME YCTaHOB-
JieH apaiisep ruToken. Ecii TOKeH He MOIKITIOUEH, TIOACOSIMHHUTE €ro K
cBobogHoMmy USB-miopty. Takke 3T0 MOXHO crenaTh mmosxe. [1pu yc-
TMELTHOM 3aIyCKe YTUJIUTHI TTOSIBUTCSI €€ TIIaBHOE OKHO:

TE: uToken Admin !EI H
Login | Logaout | j
£ ® &)
(EOMCTEA TEHkTe. PIM-#0 DOPHAT

[maBHOE OKHO CONEPXKUT 3EMEHTBI YMpPaBIEHUs OCHOBHBIMU (bYHK-
uusiMu. HeakTuBHBIE 271eMEHTHI OyIyT HENOCTYIHBI A0 BBITIOJHEHUS
onepauuu Login u BBoga PIN-kona AnmuHuctparopa wiu [lonb3oa-
TeJIsl.

Boi16op puaepa
H,JTH BBITTIOJIHEHU A onepaunﬁ HETIOCPEACTBEHHO C TOKEHOM ITPEXIIE BCC-
ro He0OXOIMMO BLIOPATh TEKYIIUIA PUIEP C TIOAKIIOYEHHBIM K HEMY TO-
KeHoM. BbIOop pumepa ocyliecTBIseTCsS M3 BBITIANAIOIIETO CITMCKA, CO-
JIepKalllero MMeHa puaepoB. Pumepbl, K KOTOPHIM TTOIKITIOUYEHbI TOKE-
Hbl, OTMEUYEHBI B CITUCKE MUKTOrpamMmoii. JIJist BeIOopa puiepa HakMuUTe
Ha COOTBCTCTBy}O].LlI/[ﬁ QJIEMCHT CIIMCKa:

T'a uToken Admin !EI m
I ‘ Aktiv Co. ruToken O _I Login | Logaut | J
A . mTaken 0
Aktlv Co. uTaken 1 H
Aktiv Co. uToken 2 PIN-+02 DOpHAT




Monyuenne nnpopmauum o TokeHe

Dra ornepariusi 10CTyITHA B TOM cjlydae, KOrja K TeKyIIeMy pUaepy moi-
KJIIOYeH TOKeH. ISl ee BBIMOJHEHMs Takke He TpeOyercs BBoa PIN-
Kofa, TMOCKOJIbKY BbIIAeTCsl OTKPhITasl (He CeKpeTHasl) MHbopMalus 1
JUIS1 e TIOJTydeHUsI JOCTAaTOUYHO npaB Joctymna "TocTh".

Jlnst monmydeHust “tHGOpMalMy O TOKEHE Hy>KHO HaxkaTb Ha KHOTIKY [C-
BOICTBA] B [NIaBHOM OKHE YTUNUTBI.

[Mocne HaxaTust OSIBUTCS CICOYIOLIce I/IH(I)OpMaHI/IOHHOG OKHO:

WHPpopMauun o TOKeHe E

Mran: <Unnamed:

Tun: T oken 16K
1D [hew]: 1234
Bepcua: 1.0
Mparokan ke 1
Murpanparparara 1

Saras N 0

CeotoaHad namare [Gair]. 14016

B Hewm oTtoOpaxkaercst ciemytoiast iHGhoOpMaLMs:
e CumBosibHOe uMsl TokeHa (Mmst)

e Tumn tokeHa (Tum), BK1o4ast 00LIMIT OObeM NaMsITH TOKEHA
B KWJIo0aiiTax.

o D TokeHa B Buji€ LlecTHaaAUaTUpuuHoro yucia (1D)
o Bepcus ruToken (Bepcust)

o Howmep npoTokosa odMeHa ¢ apaiisepom ruToken
(ITpotokoi)

o HomMep MUKpOIIPOrpaMMBl, MPOILIUTON B TOKEH
(Muxkpomnporpamma)

o Homep 3akaza (3akas)

JloctymHast maMaTh TOKeHa B Oaiitax (CBoOOIHAS TTaMSITh)

PIN-koabl N0 YMONMUAHUIO

Bnapeney PIN-kop BnapenbLa no ymMon4yaHuto (CTpoka CMMBOJ10B)
Monb3oBaTtens '12345678'
AaMuHUCTpaTop '87654321"




Onepauumu Login u Logout
s BBITIONTHEHUST OTiepalvii pa30JIOKUPOBAHUSI TOKEHA, M3MEHEHMs
PIN-koma ¥ MHMLIMAIM3allMU TIAMSITU HYXXHO MMETh IIpaBa JOCTyIla
AIMUHKCTpATOpA.
[Mocne npenbsiBieHus TpaB goctymna Ilomb3oBaTenss CTAHOBUTCS 1OC-
TYIHOM ToIbKO (pyHKLMs u3meHeHust PIN-kona IMToab3oBarenst.
JIs1 ycTaHOBKM TEKYILMX ITPaB JOCTYIa BhINOJHsIeTCs oniepauuyst Login.
ITocne HaxaTusi B FMaBHOM OKHE YTUIUTLI Ha KHOIIKY [Login] Ha 3KpaHe
otobpaxaetcs auasor 11 BBoga PIN-kona:

Beenure PIN-kon B Beenure PIN-kon [ x|

IA.uMMHMCTpaTop hd l I MNonezoeaTens - l

| [Grmm] | (]

B nmmanore tpeOyercs: BHIOpaTh YpOBEHB TPaB JOCTYIA W3 Pa3BEePThI-
BAIOIIIETOCS CITHCKA (IT0 YMOIYAHUIO - ATMUHUCTPATOP) U BBECTU COOT-
BetcTBytommii PIN-kom.

Ha6upaemsiit PIN-kon otobpaxkaercst B Buie cuMBoJIOB *'. Becero mo-
XET OBITh TIPEANPUHATO 10 15 monbiTok BBoga PIN-koma.

Ecnu BbIOpaH ypoBeHb MpaB AIMUHKUCTPATOPa, TO MO HCYEPIIAHUA ITOTO
KosmyecTBa nombiToK PIN-Kon AavuHucTpaTopa GJOKHpYeTCs M CTaHO-
BUTCSl HEBO3MOKHBIM BbITIOJIHATD JIOObIE IelCTBUSA, TPpeOyromme npas Anx-
muHHCTpaTopa. [I1si BOCCTAaHOBJIEHUS MOJTHOM paboTOCIIOCOOHOCTU Ta-
KO TOKEeH CJIe[lyeT HaIpaBJIsATh MOCTABIIVKY (B TPOLIECCE BOCCTAHOB-
JIEHWS TOKEHA BCe IaHHBIE Ha HeM OYIyT YHUUTOXEHBI ).

B ciyyae BBona npasusibHOro PIN-Koma akTHBU3MPYIOTCS paHee HeaoC-

TYITHBIE ONEpaLInU.
[Mocne BBOoma PIN-koma AnMMHKMCTpaTOpa IIaBHOE OKHO YTUJIMTHI Oy-
IET UMETH BUII:

TES ruToken Admin HE B TE‘: ruToken Admin [_ o] x]

I\"Aktlv Co. ruToken D VI Lagin | Logout | j I\"Aktlv Co. ruToken D vl Lagin | Logout | j

£ ¥ | =0 = £ ® | =0
(EOHCTES Neunte | PIN-koa DOpHaT EOHCTES Newnte | PIN-koA DOPHAT
Ha6pan PIN-kox AnmuHicTpaTopa: Ha6pan PIN-kox IToabs3oBarens:
JlocmynHet 0451 6binonHeHUs Hedocmynrbt onepayuu pasonokuposanus
8Ce ONEPAUUU C MOKEHOM PIN-ko0a [loavzoseamens u unuyuanu3a-
Yuu namsmu moKena

TMocrne 3aBepiieHst OrepaLii ¢ TOKEHOM CJIEAYeT BBITOJIHUTHL COPOC Te-
Kylmx mnpaB goctyna (Logout), ISt 4ero Hy>KHO HaXaTh Ha COOTBETCT-
Byioli1yto KHOTKY. Ecim Logout He BbINOIHEH, 110 3aBepIIEHHH PA0OTHI yTH-
JINTHI TEKYHIMMH OCTAIOTCSI HA3HAYEHHbIE MPABA I0CTYTA.



Paz6noxuporanue PIN-kopaa NMonbzosarens
PazonoxkupoBanue PIN-kona IMonb3oBatenst ruToken BbInosiHsIETCS B
TeX CIy4asix, KOrJa OH ObLT 3a0JI0KMPOBaH TMOCIIE OMPeaeIeHHOTO Yicia
H0CJIEI0BATENLHBIX HEYIaUHbIX MOMBITOK BBO/A .
J11s1 ero pa3dI0KMpOBAHUS HY>KHO HaXaTh Ha KHOTIKY [JleunTb] B IJ1aB-
HOM OKHE yTHJIUTBIL
[1pu BBITIOTTHEHMY 3TOM OMEPALK CYETUYMK TOMBITOK JOCTYMA K COOT-
etcTBytonieMy GCHV-00beKTy BOCCTaHABIMBAETCSA B CBOE HMCXOIHOE
3HaYeHUe, 3alaHHOe NPV MHULIMAIM3ALlMK ToKeHa. B ciydae KoppekT-
HOTO 3aBePIIEHUST ONepaLy 0TOOpaKaeTCs CAEAYIOLIee OKHO:

@ PlH-koa N arena pas6.

J171s1 BBITIOJIHEHHYSI 3TOM OTepaly HEOOXOAMMO, YTOOBI TEKYIIIUMU ObI-
JIY [IpaBa I0CTyIa AIMUHUCTpATOpa.

Cmena PIN-kopa

ITo ymomuanuio anst PIN-kona IMons3zoBarenst u PIN-kKona AiMUHUCT-
paropa ycraHOBJIeHbI 3HaueHus1 '12345678" 1 '87654321' cOOTBETCTBEHHO.

Ipu pabore ¢ ruToken 3HaueHust PIN-xona mmo ymomuaHuio Heo0xomm-
MO W3MEHUTh Ha COOCTBEHHBIE B IIEJISIX OOecrieueHus] Oe30TacHOCTH.
YcraHoBKa HOBBIX 3HaueHUit PIN-KOIOB mMpou3BOAMTCS TMOCIE HaXa-
TUS Ha KHOIIKY [PIN-KoA] B IJTaBHOM OKHE YTUJIUTHI:

Crena PIN-konos m Crena PIN-konos m
r PIN-koa Monssosarena r PIN-koa Monssosarena
Hogeli PIN-koa: Hogeli PIN-koa: m—
MoaTeepsaenure PIMN-kona: MoaTeepsaenure PIMN-kona: ”
HeTaHosHTe
r PIN-kon patopa r PIN-con paTopa
Hoeeit PIN-«og: Hoeei PIN-xoa;
MoaTeepsaenure PIN-kona: Noareepamanke PIN-cona:
YeTaHoskTE YeTaHogmTs
[¥ Aero-Login ¢ PIN-kagom [ [ &ero-Login e PIN-koaom
Sakpbms Sakpbms
IIpaBa goctyna AaMUHMCTpATOpA: IIpasa nocryna IMosb3oBaTens:

Jlocmynnui 6ce epynnot ycmanosKku
PIN-x0006

Jlocmynna moavko epynna ycmanoeku
PIN-ko0a Iloavzoeamens




Jlnanor ycTaHOBKM HOBBIX 3HaueHUi PIN cocTonT 13 Tpex rpyrit:

¢ PIN-kox Ilosm3oBarenst — rpymnma npenHa3HadeHa
st yeraHoBkM HoBoro PIN-kona IMonb3oBaTens

o PIN-kox AAMUHHCTpaTOpa — IpyIina npeaHasHayeHa
1151 yeraHoBKM HoBoro PIN-kona AnMuHucTparopa

o Arto-Login ¢ PIN-KonomM — onist ipeqHa3HayeHa
115t usMeHeHus1 PIN-KooB y mapTuy TOKEHOB B [TAKETHOM pe-
xumMe. [1pu rmoacoenMHeHNK OYepeaHOrO TOKEHA OTepalvs
Login OyneT BbIMoiHeHa aBTOMAaTUIECKH C UCITOJIb30BAHUEM BBE-
neHHoro 3nech PIN-koma

YcranoBka PIN-kona [Monb3zoBatesst 1 AAMUHHACTpAaTOpa MPOU3BOAUT-
¢S TI0 OTHENIbHOCTH. JI71s1 yCTAHOBKM KaXKIOTO M3 HUX HEOOXOIMMO Ha-
JKaTb KHOMNKY [YCTAHOBUTb] B COOTBETCTBYIOLLEH rpyrirne. MakcuMaib-
Hag mirHa PIN-koma — 16 CMMBOJIOB, PETMCTD YYUTHIBAETCS.

Jnst cmensl PIN-kona AnMuHMCTpaTopa HEOOXOIUMO, YTOOBI TEKYIIIM-
MU ObLIM MpaBa A0CTyNa AIMUHKUCTPATOpA.

Bnapmenenr TokeHa, Kotopomy paspetieHo MeHsITh PIN-kon [Tonb3oBa-
Tens, onpeaensiercst monutukoit cmeHbl PIN-kona IMonb3oBarest, ornpe-
NeJISieMO TIPY MHULIMAT3alMK TTaMSITH TOKEeHa.

"IIH“HCIJIHBCI.IHSI NAMATU TOKEeHO
HMHutmani3anys maMsTy peaHa3HadyeHa B OCHOBHOM ISl TOTO, YTOOBI
YIATUTh COAEPXKIMOE TTaMSITH TOKEHA — HaIlpUMep, TpH Tiepeaade apy-
romy Bianesnbity. [locie BBIMOMHEHWS] THULIMAIM3ALUU B TTAMSITH TOKe-
Ha COIEPXKUTCSI TOJABKO JEPEeBO MPEAOIpeae/ICHHbIX MAIroK CO CIIyxKe0-
HbeiMU paiinamu, a Takke GCHV-o00bekThl ¢ PIN-kogamu ITonb3oBa-
Tens U AAIMUHUCTpATopa.

JInst 3arycka MHULMaIU3aly HYy>KHO HaxaTh Ha KHOIKY [PopMart]:

Wauumanusauus rul oken B

r PIM-kog Nonesoearens, —————————————  ~ PIN-koa Monk30BaTena MMEKT NpaB0 MeHATE: —
V! PIN-koa no ymonuaHuo

Hoeeui PIN-toa: I
MogTeEpHasHUE: I

Monemok gocTyna: (15 hd

' Nonbzosatents

O Nonk3osarens W AQMHHHCTRATIR

- PIMN-kog AgruHKCTpaTopa:
|
¥ PIN-kag, no yronuaHo BHHMaHHE“. Maocae POPHIITHREINHA TAKENA &
pestirae "Tlone308aTens" HMOrYT BOSHKHYTE

Hoseii FIM-kog: I MPQGAETAEL MPH BT HHHUMANHS AL
cpegeTean PECSH1
MogTeEpHasHUE: I

Monemok gocTyna: (15 -
¥ &gTo-Login c PIM-kogom: I""""""""




[lepen HayaoM MHWLIMANIMA3AUUN OTOOPAXKAETCS] AUATOT, COCTOSILIMIA
13 YETBIPEX TPYTIIT:

o PIN-kon IToan3oBaTensi — rpyrina npeaHa3HaueHa
st yeraHoBkU HoBoro PIN-komna IMonb3oBatesst
U YMCJIa TIOTBITOK €ro BBoja (auarnasoH ot 1 1o 15)

o PIN-Kon AnMUHMCTpaTOpa — rpyrina rpeaHa3HauyeHa
1151 ycraHoBKU HoBoro PIN-koma AnMuHucTparopa
M YKCJIa TTOTBITOK €T0 BBOAA (AMara3oH oT 3 1o 15)
o PIN-kon ITonb3oBaTesst MMEIOT IPABO MEHSTB - OTTLIMS ONIPECTISIeT
nonutuky cMeHbl PIN-kona [Monbs3oBaresns. [1pu aToM Heob6xo-
JIMMO YYUTBIBATh, YTO TpeTUii BapuaHT cMeHbl PIN-kona -
“TTonb3oBaresib U ATMUHUCTPATOP” — JAOCTYIIEH TOJIBKO JIJIsl TO-
KEHOB, UMEIOLLIMX MUKpOIporpaMmy #3 u Bblllie (cM. [CBoMcTBa]
B IJIABHOM OKHE yTVJIUTHI).
o ABT0-Login ¢ PIN-komom — ormust mpenHazHaueHa
IUTS THULIAAIM3AIUY TIAPTUY TOKEHOB B TIAKETHOM PeXXrMe
[Mocne HaxkaTust Ha KHOTIKY [IyckK] BBIBOIMTCS TIPEMYTIPEXISHIE O TOM,
YTO BCe aHHBIE B ruToken Mpy MTHUIMATU3ALNY OyIyT YHUITOXEHBL:

BHMMAHME: Mpu uHMLHan4saumd BCE Baw naHHbE SuayT ynaneHs!
! MNpogomdTe?

[ Banbwe He nokaskieaTs 310 okH

Her

IMocne monTBepKIeHUsl 3aIycKaeTcsl caM IpOoLecC WHULMAIU3ALINY,
TIPEPHIBATH KOTOPBII HEJIb3sI:

uT oken HUUManusMpyeTca. MakanylicTa, nogakguTe. ..

J171s1 BBIMOJIHEHUS 3TOM ornepalyy He0OX0AMMO, YTOObI TEKYIIIUMU Obl-
JIY TIpaBa 10CTyIa AIMUHUCTpATOpa.



Ecmu npu maketHoM dopMatupoBaHuu B 1oje “ABro-Login ¢ PIN-
KomoM:” BBeleH HeBepHbIii PIN-kom AmmuHucTparopa, TO TIpH TOI-
COEIVHEHUU CIIEAYIOIIEro ToKeHa OyeT npemioxeHo Haopatb PIN-kon
ellle pa3 v TIOATBEPAMTH €TI0 UCTIONIb30BaHUE (CM. pUC. ClleBa):

Beeaure sepumiit PIN-kon Aamunuctparopa m Beeawre sepuuiin PIN-koa AgmMunucrparopa m

I ek I *****l
[T WcnonesoeaTe 3ToT PIN-KoA AnA ABTo-Login [ BrntoumTE ABTO-LogIn € 3TkM PIN-Ko4OM

[e14 | OTMEHS | Ok | COTreHa |

Ecnu naketHoe hopMaTHpoBaHUE HE UCTIONB3YETCS, TO MPU MPUCOEIU-
HEHWM HOBOTO TOKeHa Kaxdblii pa3 Oyner 3arpaiuuBaTbesi PIN-kon
AnIMUHMCTpaTOpa (CM. pHC. CIIpaBa).
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